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ABSTRACT The upcoming fifth-generation (5G) mobile technology, which includes advanced
communication features, is posing new challenges on cybersecurity defense systems. Although innovative
approaches have evolved in the last few years, 5G will make existing intrusion detection and defense
procedures become obsolete, in case they are not adapted accordingly. In this sense, this paper proposes
a novel 5G-oriented cyberdefense architecture to identify cyberthreats in 5G mobile networks efficient and
quickly enough. For this, our architecture uses deep learning techniques to analyze network traffic by extract-
ing features from network flows.Moreover, our proposal allows adapting, automatically, the configuration of
the cyberdefense architecture in order to manage traffic fluctuation, aiming both to optimize the computing
resources needed in each particular moment and to fine tune the behavior and the performance of analysis
and detection processes. Experiments using a well-known botnet data set depict how a neural network model
reaches a sufficient classification accuracy in our anomaly detection system. Extended experiments using
diverse deep learning solutions analyze and determine their suitability and performance for different network
traffic loads. The experimental results show how our architecture can self-adapt the anomaly detection system
based on the volume of network flows gathered from 5G subscribers’ user equipments in real-time and
optimizing the resource consumption.

INDEX TERMS 5G, anomaly detection, botnets, deep learning, performance evaluation.

I. INTRODUCTION AND MOTIVATION
Cybersecurity researchers and professionals have designed
and developed over the years a number of cyberdefense sys-
tems to protect assets of organizations from malicious attack-
ers. These systems address cybersecurity threats such as
viruses, Trojans, worms, and botnets, among others [1]. Exist-
ing solutions based on Intrusion Detection Systems (IDS)
include (pro-)active approaches to anticipate and remove
vulnerabilities in computing systems with which to trigger
reactive actions for mitigation.

Any protection mechanism needs to operate by integrat-
ing algorithms with good and precise detection capabili-
ties, allowing quick processing of the data gathered by the
information sources. Without these capabilities, IDSs cannot
perform their monitoring and analysis functions in real time,
making it almost impossible to detect potential cyberattacks

when they are starting to happen. This problem is due to the
fact that current networks provide increasingly high transmis-
sion rates. More specifically, the rates have increased from
100Mbps a few years ago to the current data rate of 10+Gbps
in wired networks.

Large volumes of information flowing through networks
make IDSs ineffective to gather and analyze every network
packet. As an example, Deep Packet Inspection (DPI) tools
like Snort [2] can work properly on wired networks up to
1 Gbps, starting to discard packets due to overhead from
1.5 Gbps [3]. A recent study [4] conducted intensive experi-
ments to extract a thorough performance comparison by using
Snort and the application of machine learning techniques
on it, evaluating such IDS to process network traffic up to
10 Gbps network speed. These experiments demonstrate that
the average packets drop when using Snort reaches 9.5% in
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4Gbps networkswhile the average packets dropwith 10Gbps
networks rises to 20%. In order to improve performance,
several studies have focused on advanced parallelization tech-
niques based on hardware accelerators. Among them, tech-
niques based on Field Programmable Gate Array (FPGA)
support speeds of up to 4 Gbps without loss [5] while the
ones based onApplication-Specific Integrated Circuit (ASIC)
reach speeds close to 7.2 Gbps [6].

However, and due to the increase of bandwidth, IDS-based
solutions making use of deep analysis techniques were forced
to evolve towards new ways of detection. They moved from
inspecting raw network packets to analyzing traffic network
flows with innovative AI-based techniques [7]. For example,
a Block-Based Neural Network (BBNN) for an anomaly-
based IDS achieved around 22 Gbps throughput by using an
FPGA architecture [8]. A complete survey dealing with solu-
tions to quickly classify collected network flows and detect
attacks, or malicious code, can be found in [9]. Nonetheless,
these solutions appear to be insufficient for the Future Internet
envisaged for the coming years, since networks with even
higher transmission rates are expected. Currently, a huge
R&D effort is being made to create and deploy the new
upcoming fifth generation (5G) mobile technology. The new
advanced features of 5G will make existing detection pro-
cedures become obsolete quite easily in case they are not
adapted accordingly to the new requirements.

The European 5G-PPP consortium has identified a pool
of Key Performance Indicators (KPI) [10] that have a high
impact when analyzing and inspecting traffic network flows.
It needs to determine certain characteristics of the incoming
network flow in an efficient and quick way so that detection
procedures can be successful. Among these KPIs, we high-
light below four of them that make detection procedures an
even greater challenge in 5G mobile networks:
• 1000 times higher mobile data volume per geographical
area.

• 10 to 100 times more connected devices.
• 10 times to 100 times higher typical user data rate.
• End-to-End latency of <1ms.
The large number of User Equipments (UE) belonging to

5G subscribers, the large volumes of data traffic produced
by them, and the reduced latency in connectivity make us
face new challenges to be solved without losing detection
accuracy in real-time scenarios.

To overcome this challenge, this article substantially
extends the solution proposed in [11], in which a 5G-oriented
architecture was presented to identify cyberthreats in 5G
networks by making use of deep learning techniques.
Preliminary experiments were conducted in [11] to evaluate
runtime performance. In this extension, our main contribution
consists in extending our architecture with the ability of
self-adaptation to manage traffic fluctuation. When required,
our system will decide to deploy more computing resources,
replace the deep learning framework, or even the detection
model, with a more suitable one to the given cyberdefense
context. This is made by creating an abstraction layer that

uses virtualized frameworks and decides which one will be
used depending on the behavior of the traffic. This adaptation
can be made seamlessly by means of the virtualized network
functions present in our proposal. The decision making of our
architecture is based on experimental results that determine
the system throughput with the different deep learning frame-
works considered. By way of example, this paper presents
experiments using a well-known botnet dataset to illustrate
how a neural network model reaches a sufficient classifi-
cation accuracy in our anomaly detection system. Extended
experiments with diverse deep-learning frameworks and con-
figurations analyze and determine their suitability and per-
formance for different network traffic load. Finally, using the
experimental results, the paper depicts how many network
flows gathered from the 5G subscribers’ UEs we can inspect
in real-time with this new proposed cyberdefense architec-
ture. These experiments show that our proposal is suitable
to cope with the evaluation of the traffic in a real 5G sce-
nario, and promising in achieving a sufficient classification
performance.

This paper is organized as follows. Section II presents
some of the challenges of usingmachine learning for anomaly
detection in networks and a selected set of deep learning
models. In Section III, we outline the proposed self-adaptive
architecture for inspecting network flows in 5G mobile net-
works. Section IV details the deep learning-based inspection
techniques that we propose to use for anomaly detection.
Section V shows the experiments conducted to demonstrate
the feasibility of our proposal, while conclusions are drawn
and future work is outlined in Section VI.

II. MACHINE LEARNING FOR NETWORK TRAFFIC
ANOMALY DETECTION
An anomaly can be defined as a pattern that does not conform
to the expected behavior, so it appears infrequently, and it is
tightly linked to the concept of normality. Essentially, we can
consider as anomalous all the network traffic that does not fit
in the normal class. Consequently, anomaly detection systems
should not be limited by any predefined set of anomalies;
instead, they should be flexible enough to adapt themselves to
any unknown event affecting the network. A first straightfor-
ward approach could be to define a region representing nor-
mal behavior and consider any sample that does not belong to
this area as anomalous. However, several factors such as the
imprecise boundary between normal and anomalous, or avail-
ability of labeled data for training/validation/testing canmake
this approach very challenging [12].

This section presents the main machine learning chal-
lenges in anomaly detection and, moreover, introduces the
deep-learning approach towards the anomaly detection.

A. MACHINE LEARNING CHALLENGES IN NETWORK
TRAFFIC ANOMALY DETECTION
Machine-learning anomaly detection techniques act as clas-
sifiers and operate in one of the following three modes:
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• Supervised. A dataset with traffic labeled as nor-
mal or anomalous is available. These methods use this
labeled dataset to find a boundary that separates normal
and anomalous traffic.

• Semi-supervised. The training set contains only normal
traffic, and anything that does not belong to this kind of
traffic is considered anomalous.

• Unsupervised. No labeled training set is necessary. The
goal in this technique may be to discover groups of simi-
lar examples within the data (clustering), or to determine
the distribution of data within the input space –known as
density estimation– or to project high-dimensional data
to a lower-dimensional space.

In supervised detection, the main issue is how to build
a really comprehensive training set with all the anomalous
traffic properly labeled. This requires two sets containing
anomalous and normal traces. These sets are not usually
available, and they can be difficult to collect and main-
tain [13]. There are several reasons for this, such as the
excessive effort needed to collect such data, the level of expert
knowledge that would be necessary for the analysis, and even
the issues with the users’ privacy. In fact, there are different
legal aspects in collecting all the traffic from the network of
a company or institution.

For illustration purposes, let us take a botnet detection
context [14]. The botnet traffic is usually obtained from
synthetic environments, that is, by using honeypots, or by
executing botnet binaries in a controlled environment. The
normal traces are usually collected from an academic or insti-
tutional network, so there is a certain probability that these
traces may contain unnoticed anomalous traffic, e.g., there
might be an unknown previously active botnet in the network.
The traces are then combined, and there is no perfect way
of doing it. In our example, two possibilities could be either
mapping the malicious traffic to hosts not present in the
normal traces, or adding it to existing hosts. This may not
match with any real traffic pattern. Furthermore, each trace
typically contains traffic from a single botnet, so such traces
might not represent real networks’ traffic, which can involve
concurrent infections of different malware on a single host.

When unsupervised methods are used for clustering,
a question that arises is how to be certain that the identified
classes correspond to the desired ones. Even if we have a
large amount of data covering all the different scenarios and
traffic patterns, we cannot blindly trust the results. How-
ever, when used for dimension reduction, these methods are
well suited to extract discriminative higher level features
that can improve the classification performance of a super-
vised or semi-supervised algorithm.

Finally, the semi-supervised machine learning approach
tries to estimate the probability distribution of the normal
traffic from a sufficient amount of collected samples. This
defines a tight boundary around the region (not necessarily
convex) where a sample is classified as normal. The differ-
ence with respect to the supervised method is that there is no
information about the shape of the anomalous region in the

samples space. The new traffic is classified as anomalous in
case it exceeds a threshold distance.

B. DEEP LEARNING APPROACH
Deep learning algorithms have achieved state-of-the-art
results in a range of difficult problem domains, involving
supervised and unsupervised learning. They essentially use
the well-known multilayer perceptron to obtain, in an unsu-
pervised way, higher-level representations expressed in terms
of other simpler ones. Several types of deep learning neu-
ral networks can be found, namely Convolutional Neural
Networks (CNN), Deep Belief Networks (DBN), Stacked
AutoEncoders (SAE), Long Short-Term Memory Recurrent
Networks (LSTM), to name just a few. Each of them is
particularly well suited for dealing with a different sort
of classification problems. In computer networks, anomaly
detection has been a subject of study for decades, and many
approaches have been explored [12], [15] while the deep
learning perspective has received special attention in recent
years [16].

Among the unsupervised learning methods, DBN and SAE
have proved to be effective in learning invariant features
from complex and high-dimensional datasets. The Restricted
Boltzmann Machine (RBM) is the building block of a
DBN [17], where each layer is separately trained in a greedy
way as a RBM that takes the input from the feature layer
learned in the previous layer. SAE use the same idea to
train stacked autoencoders in an unsupervised way, one at
a time, to obtain a set of more descriptive low-dimension
features. Both can be fine-tuned by means of backpropaga-
tion or Support Vector Machine (SVM) layers in a supervised
way. They can also be configured as a semi-supervised one-
class method, for example adding a one-class SVM as a last
layer [18], [19]. These semi-supervised one-class algorithms
are well suited in anomaly detection, where the set of anoma-
lous traffic captured is usually much smaller than the set of
normal traffic. They can also be used in a prior phase to detect
background traffic outliers, which could give us some useful
insights into the traffic characteristics.

LSTMs, in turn, are deep learning architectures especially
well suited to detect/predict complex patterns in time series
with time-lags of variable size between events. They can
be used to detect anomalies from a temporal pattern of less
reliable symptoms. Moreover, LSTM can be used with both
supervised and unsupervised learning.

Training deep learning methods is a costly process because
they need a great amount of data and iterations to converge.
However, these methods usually outperform other classic
algorithms. Additionally, they exhibit highly parallel com-
putation patterns in prediction mode that take great advan-
tage of GPU’s computing power. As part of our research,
we are interested in time-effective solutions that offer suffi-
cient accuracy with a low evaluation runtime, to process the
features coming from the large volumes of input information
expected in 5G mobile networks.
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III. SELF-ADAPTIVE ARCHITECTURE FOR
NETWORK INSPECTION IN 5G
5G networks are conceived as extremely flexible infrastruc-
tures based on an architecture organized by different func-
tional planes. These planes provide separation of duties to
simplify and address a complete set of novel system require-
ments. Among these planes, we propose a high-level design
of the management and orchestration plane, following the
ETSI NFV architecture [20], which has also been used as the
basis for other proposals [21], [22].

Fig. 1. High-level management and orchestration plane.

The proposed cyberdefense architecture, as shown in
Fig. 1, consists of four groups of components: Virtualized
Infrastructure (VI); Virtualized Network Functions (VNF);
Management and Orchestration (MANO); and Operations
and Business Support Systems (OSS/BSS). The VI group
virtualizes the physical resources (computing, storage, and
network) and exposes them for consumption by VNFs. The
MANOgroupmanages the combination of VNFs implement-
ing network services, the full life cycle of VNFs, the deploy-
ment of VNFs within virtualized resources, and the network
slicing for supporting multi-tenancy. Therefore, MANO con-
trols the general behavior of the infrastructure by considering
the policy set defined by Virtual Network Operators (VNO)
of the OSS/BSS.

Among these policies, the VNO must define security
policies to be applied into the network resources under its
control. The Security Policy Manager module as defined in
our architecture takes into account these security policies and
decides the best actions after evaluating the input provided
by the Monitoring and Diagnoser module. This module must
process the current monitoring information generated by the
network resources and identify the causes from any anomaly
detected.

To achieve effective network anomaly detection, we pro-
pose a system, depicted in Fig. 2, which is made up of two
VNFs: Anomaly Symptom Detection (ASD) and Network
Anomaly Detection (NAD). The former is located within
the Radio Access Network (RAN) infrastructure. It focuses
on the quick search of anomaly symptoms by using inspec-
tion of network-flow aggregations. Here, a symptom is any

trace or sign of anomaly in the network traffic generated
by UEs connected to the RAN. The latter is a collector of
timestampted and RAN-associated symptoms, where a cen-
tral process analyzes the timeline and the relationship among
these symptoms to identify any network anomaly. Once an
anomaly is produced, it is immediately communicated to the
Monitoring and Diagnoser module.

On the other hand, VI monitors provides the Monitoring
and Diagnoser module with additional monitoring informa-
tion, related to the resource health and usage produced by
RANs (e.g., CPU and memory usage), and also network flow
measures about collecting and analyzing processes. We pro-
pose to input performancemonitoring indicators and anomaly
causes into the Security Policy Manager in order to take the
corresponding actions according to VNO security policies
automatically. Among the main actions that Security Policy
Manager can decide, the following ones aim at the adapta-
tion of the system configuration in order to optimize, when
required, either the anomaly detection processes or the usage
of network resources involved in the detection process:
• Adapting RAN resources. When the overload of any
single resource is identified, the actions could deploy
new virtualized resources, change current resource con-
figurations, or balance load of flow collectors.

• Optimizing ASD and NAD functions. The network traf-
fic fluctuation also implies variations in the volume
of network flows. In order to optimize detection pro-
cesses, maximize throughput, and minimize response
time, the actions could replace the deep learning frame-
work or the detection model with another, more suitable
one.

• Extending ASD and NAD functions. In some cases the
deployment of precise detection components may avoid
false-positives. In particular, the actions could instanti-
ate DPI mechanisms that permit a deep search into the
L2/3 flows.

As DPI-based mechanisms are too resource consuming
considering 5G mobile data volume, our system suggests
their instantiation in particular cases for specific policy
actions (e.g., after botnet detection in a specific RAN). In this
sense, the use of flow analysis and DPI can be tightly com-
bined into a two-stage detection process. The first process is
devoted to detecting anomalous activities through flow anal-
ysis. However, since our architecture uses flow aggregations
for detection, it cannot figure out who is responsible for the
anomaly. For this reason we need a second stage, in which a
virtual IDS is deployed into the RANs where the anomalous
UEs’ behavior has been observed. Both detection procedures
can be performed even in case the UEs’ IP addresses change.
Amigration process of the IDS to a newRAN is then required
to follow the anomaly source, and thus continue providing the
same detection capabilities in the UEs’ path [23].

Moreover, our proposal is highly flexible because it allows
dynamically deploying new virtualized resources in order to
detect anomaly symptoms in a particular RAN when network
traffic increases. The proposal is also extensible since the
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Fig. 2. Network Anomaly Detection System. (Red arrows represent control actions sent by VNF
Managers; blue arrows do monitoring information and stats sent by RAN resources; black
arrows do flow information in the detection process; orange boxes are VNFs –Anomaly
Symptom Detection and Network Anomaly Detection; and grey boxes are MANO elements.)

Fig. 3. Detail of the low-level (ASD) and high-level (NAD) modules.

symptom detection, which is the most expensive analysis pro-
cess, is distributed among RANs while the anomaly detection
is centralized in the core network, known as Evolved Packet
Core (EPC), as it only requires symptoms as input.

Focusing on the implementation of both ASD and NAD
functions, we propose to use machine learning techniques,
particularly some related to deep learning, in order to analyze
network flows. In this sense, a key aspect is to identify what
network flow features should be analyzed so as to detect
anomaly symptoms. In our proposal, flow accounting is a
two-step process: flow export and flow collection. The flow
exporter, also known as observation point, is responsible for
themetering process; that is, the creation of flow records from
observed traffic. The flow collector is in charge of retrieving
and storing the flows created by the flow exporter as well
as sending network flow features in a way suitable to the
anomaly symptom detection module.

IV. DEEP LEARNING APPLIED TO THE ANOMALY
DETECTION PROBLEM IN 5G NETWORKS
Regarding our proposal, the anomaly detection problem can
be tackled from the machine learning perspective by using

a wide range of methods. Moreover, most of them are suit-
able to be deployed according to the VNO security policies
included in the proposed cyberdefense architecture. In par-
ticular, we propose to use deep learning because it has been
shown to be a useful choice in other similar problems and
because it has a set features (as the following sections detail)
that are well aligned with the new requirements based on the
KPIs identified for 5G networks (and described earlier).

In our architecture, the anomaly detection is arranged in
two levels, as shown in Fig. 3. At the low level, the flow
collector gathers all the different flows during a given period
of time and calculates a vector of features that the ASD
module will classify as anomalous or normal. This initial
classification has to be made as quickly as possible, even at
the expense of sacrificing accuracy for a lower response time.
If an anomaly is suspected, a symptom packet composed of
the feature vector involved, a time stamp, and the type of
anomaly detected (when a multi-class method is being used),
is sent to the next level, the NAD module.

The NAD receives several streams of symptoms from all
the ASDs, sorts them by their time stamps and assembles a
time sequence of symptoms. The task of deciding whether
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this sequence belongs to any of a set of attack categories can
be seen as a sequence-of-symptoms classification problem.

In our research we focus on analyzing the throughput of the
ASD module from an execution time perspective, rather than
from the classification accuracy point of view. The volumes
of traffic that each RAN has to manage in a 5G network
make it crucial to be able to process a sufficient number of
flows per second. We do not require this level to reach a
great detection performance because we rely on the second
level (NAD) to refine the final detection results. Nonetheless,
determining the ASD minimum accuracy level to achieve a
good performance in the NAD module is out of the scope of
this work.

A. SUITABLE DEEP LEARNING MODELS
There is a wide range of machine learning techniques that
can accomplish the above requirements. In the case of the
NAD module, it has no strict time restrictions if the ASDs
have sufficient classification performance. Therefore, any
deep learning architecture capable of dealing with complex
patterns in symptom series can be an option. Bearing all
this in mind, an LSTM network was the model selected to
implement our NAD. Conversely, our ASD has to be able to
evaluate a great amount of features per second and it does
not need to analyze time series. In this paper we are mainly
interested in the ASD module, as its run time performance is
critical.

DBN and SAE models were chosen to be used in our ASD
time measurement process. Two main reasons motivated this
choice: they essentially share the same structure, (i.e. the pre-
diction can be computed basically by using matrix operations
followed by an activation function); and they can be used in
both supervised and unsupervised learning.

If a labeled set is available, we can use a DBN or SAE
followed by a classification layer. However, if no labeled
set is available, we propose to convert a DBN into a semi-
supervised method, simply training with the normal network
traffic and using the DBN as a sort of Discriminative RBM
without any further backpropagation layer [24]. Even in this
case, the number of matrix operations needed to obtain the
prediction is essentially the same.

Some authors propose using SVM as a final layer after
a DBN or SAE [18]. This model can act as both a super-
vised two-class method and a semi-supervised one-class one.
We initially discarded this approach because it is not well
suited to large-scale high-dimensional datasets, and the num-
ber of support vectors obtained during the training phase is
variable. This fact would make it difficult to obtain a good
upper bound of the execution time.

Three different implementations of a supervisedDBNwere
selected to be evaluated. They have one, three, and six hidden
layers, respectively. These are followed by a classification
layer which outputs a single binary label. The depth necessary
is determined by the degree of variation in the network data.
These models are assumed to be previously trained by using
a training set labeled as normal or anomalous.

B. ASD CLASSIFICATION PERFORMANCE
Although the experimental component of this work is focused
on prediction time evaluation, it is necessary to figure out
whether good detection/classification results can be obtained
with the restrictions that this proposal imposes. Any of the
aforementioned models could have been selected; however,
we decided to use one of the simplest classifiers, a DBN
followed by a classification layer, because our tests revealed
it is good enough to show successful experimental results.

An efficient machine learning mechanism also needs a set
of highly discriminative features, so we have computed a
variety of statistical measures and information metrics from
a batch of network flows. Feature engineering cannot be
completely avoided. Nevertheless, by using deep learning it
is expected that the model will learn increasingly higher-level
features by combining the original input components.

In the rest of this section we describe the botnet traf-
fic dataset used in our experimentation for checking the
classification performance, the feature vector with which
our model was trained and the classification performance
achieved which supports the suitability of our proposal.

1) THE CTU DATASET
The 5G scenario is really complex, and we need a publicly
available dataset suitable to be used to test our proposal.
Anomalies in communication networks are commonly related
to malicious behavior of computers infected by malware
forming botnets.

The complexity of this scenario and the availability of
recent datasets with realistic traffic made us focus on botnets
attack detection. CTU is a publicly available dataset suitable
to be used in this context. It tries to accomplish all the good
requirements to be considered as a good dataset: it has real
botnets attacks and not simulations, unknown traffic from a
large network, ground-truth labels for training and evaluating,
as well as different types of botnets. The CTU dataset com-
prises thirteen scenarios with different numbers of infected
computers and seven botnet families [25].

2) NETWORK FLOW FEATURES
Many artificial intelligence tasks can be solved by choosing
the right representation or set of features, and then providing
them to a simple machine learning algorithm. However, it is
not easy to know which features should be extracted –or
learning representation problem. It is generally admitted that
great expertise is necessary to choose a proper feature vector
in network security contexts. Conversely, deep learning has
proved to be highly efficient in extracting high-level fea-
tures from input vectors in a non-supervised way given a
sufficient amount of data. This prevents the need of experts.
Our research tries to automatically compute discriminative
features from an input vector with many metrics.

Flow export requires a protocol, e.g., NetFlow, which
defines how flow records are transported to the flow collec-
tor. NetFlow transports flow records containing source and
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TABLE 1. Selected TCP/UDP features computed from the network flows for the classification test.

destination IP addresses and ports, start and end timestamps,
type of service, level 3 protocol, TCP flags, next hop router,
input and output SNMP interfaces, source and destination
autonomous systems, and network masks. Moreover, each
flow carries aggregated information about the number of
packets and bytes exchanged.

Each flow record could be directly sent from the flow col-
lector to the symptom detection module. However, the flow
record is too simple and only allows extracting a few features.
A step forward is to obtain aggregated views from a window
of flow records [19]. In this case, a timer and/or accounting
function triggers the aggregation process after receiving a
certain number of flows (offset). The aggregated view is
computed taking one or more time periods in a multi-scale
way, (e.g., three feature vectors could be obtained considering
5-minute, 1-minute, and 1-second periods).

The required features can be different depending on the
network anomaly types to be detected; for example, finding
TCP anomalies (e.g., TCP port scanning) only requires TCP
features. In particular, we have used 288 features that are
calculated from the features presented in TABLE 1 bymaking
use of two subsets of flows: one whole set of TCP/UDP
flows and another with TCP/UDP flows filtered so that
their source/destination IPs belong to the flows within the
offset.

3) FIRST CLASSIFICATION RESULTS
In order to obtain some classification results that support our
decision of using a simple deep learning model for our ADS,
we need some suitable models to be tested. First, feature vec-
tors are created from the CTU dataset by taking aggregated
views of 30 and 60 seconds after receiving every network
flow; that is, using an offset of 1 flow. In this way, if the last
received network flow is anomalous, then the corresponding
feature vector will be labeled as anomalous as well. A differ-
ent offset can be chosen for performance purposes. In Fig. 4
an example of the feature computation process is depicted for
an offset value of two flows.

Unfortunately, this sort of dataset is highly unbalanced as
the percentage of anomalous traffic is usually smaller in a real
network. This makes the learning process more challenging

Fig. 4. Example of aggregated view computation for 30 and 60 second
periods. In this case, an offset of 2 network flows controls the pace at
which the aggregations are computed. The feature is labeled as
anomalous only if one of the flows within the offset is anomalous.

because, in this case, neural networks tend to classify all
traffic as normal and consider anomalies as noise, achieving
an accuracy close to 100%. A variety of strategies can be
adopted to prevent this behavior [26]. In this case, we are
using a weighted loss function to compensate the different
label frequencies. In addition, more appropriate error metrics
have been selected as opposed to accuracy: the pair (preci-
sion, recall), or more concisely the F1 score. These metrics
provide more information about the goodness of the model in
unbalanced contexts. The entries in the confusion matrix are
denoted as:
• True Positive (TP). This entry refers to the number of
positive examples which are correctly predicted as pos-
itives.

• True Negative (TN). It denotes the number of negative
examples correctly classified as negatives.

• False Positive (FP). This entry is defined as the
number of negative examples incorrectly classified as
positives.

• False Negative (FN). It is the number of positive exam-
ples incorrectly assigned as negatives.

And the proposed error metrics are:
• Precision, which indicates what percent of positive pre-
dictions were correct.

Precision =
TP

TP+ FP
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• Recall or sensitivity, which defines what percent of
positive cases did a classifier catch.

Recall =
TP

TP+ FN
• F1 score, which shows the trade-off between the
precision and recall regarding the positive class.

F1 score = 2×
Precision× Recall
Precision+ Recall

In our study, two different training/test partitions were
made. On one hand, our first dataset is built by the whole
dataset split into training, validation, and test, while the mod-
els are evaluated with the same botnets they learned. On the
other hand, our second dataset is built using the same partition
suggested by the authors of the CTU dataset [25]. They split
the datasets into training and testing, meeting the following
constraints: the training and cross-validation datasets should
be approximately 80% of the dataset; the testing dataset 20%
of the dataset; and none of the botnet families used in the
training and cross-validation dataset should be used in the
testing dataset. This ensures generalization and detection of
new behaviors, a critical aspect when dealing with cyberde-
fense scenarios in 5G networks.

Bearing all this in mind, we wanted to find a simple deep
learning model with sufficient classification performance.
We only needed a good result which gave us some evidence
on the feasibility of our proposal. Therefore, we restricted our
search domain to DBNs with up to three hidden layers having
16, 8, or 4 elements each combined in decreasing order,
(e.g., 288-16-8-4-1, 288-16-8-1, or 288-16-1).1 The set
of hyper-parameters and the respective ranges are listed
in TABLE 2.

TABLE 2. Configurations and hyper-parameters for our test.

Deeper configurations were not tried because it would have
been necessary to apply more advanced strategies to pre-
vent model overfitting. The determination of the best model
among the ones described in II-B, as well as the optimum
feature set when the search space is less constrained and the
models more expressive are out of scope of this article.

The training procedure was carried out following the two
aforementioned datasets. The best results were obtained by
the configuration 288-16-4-1. Evaluating the test dataset one,
our winner model reached a precision of 0.8126 and a recall
of 0.9934, thus giving an F1 score of 0.8940. This is not

1The first number is the dimension of the input feature vector, and the last
is the dimension of the output label.

an impressive result in precision because 18.74% of the fea-
tures classified as anomalous were actually normal. However,
it obtained a good performance in recall because 99.34% of
the actual anomalies were correctly labeled.

However, we were more interested in the classification
capacity of new botnets, so the second dataset was used
to test it. Using the test dataset containing only unknown
botnets, the evaluation of the trained model reached a pre-
cision of 0.6863 and a recall of 0.7095 on average; that is,
an F1 score of 0.6977. Approximately 71% of the anomalous
traffic was correctly detected, even though the model had
never seen those botnets. The complete list of scores for the
test scenarios is provided in TABLE 3.

TABLE 3. Classification results in the unseen CTU botnet scenarios [25]

Our expectations are that these results will become rea-
sonably improved by the second level detector in the NAD
module. This module will receive anomaly information from
all the RANs, detect complex patterns and, expectedly, filter
the misclassified anomalies.

V. EXPERIMENTAL RESULTS
There is a significant number of libraries and frameworks
related to deep learning that can be used to train the model
proposed in this article. They have to be capable of manag-
ing LSTM Recurrent Networks (this is the model we have
planned to use in our NAD) andDBNs. They should also have
support for multiple GPUs and, optionally, allow multi-node
parallel execution for future extensions. The ones selected
from those which meet the requirements were: TensorFlow
1.4 [27], Caffe2 0.8.1 [28], [29], Theano 1.0.0rc1 [30]
(using Lasagne 0.2.dev1 [31]), PyTorch 0.2.0_4 [32], MXNet
0.11.0 [33], andCNTK2.2 [34]. All of them have beenwidely
used in different kinds of R&D and commercial projects and
in different scenarios. Caffe2 and PyTorch are receiving good
acceptance by the community despite their recent appearance.

As a general rule, researchers are not only interested in the
performance of the model, but also in the speed of the training
process because that is the most time-consuming part when
using deep learning techniques. Although the evaluation per-
formance is not generally considered critical, in our case
we need a framework that also evaluates the trained model
as quick as possible due to the time restrictions inherent
in our problem of cyberdefense in 5G networks. It can be
argued that such a framework is not strictly necessary to make
predictions, but by using it we can take advantage of the great
support offered by the open source community.

In this experimental work, the performance of the above
frameworks has been evaluated by using a DBN. We have
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Fig. 5. Six hidden layer neural network (GPU) performance for the most common batch and feature vector sizes when running on the GPU. The largest
batch size for each feature vector size is limited by the GPU memory (8 GB). (Top-left) 64-feature vector. (Top-right) 128-feature vector.
(Bottom-left) 256-feature vector. (Bottom-right) 512-feature vector. One and three hidden layer neural networks show similar behavior except scale.

included in the evaluation our own implementation on
cuBLAS [35] as a baseline solution with minimal overhead.
The DBN model keeps the same input and output size for
each experiment, (i.e., the input layer has the same size as
the feature vector, and the output layer size is 2). Softmax
is then used to estimate the likelihood of belonging to the
normal or anomalous class. In further work, the number
of outputs can be extended to match the different detected
attacks, acting as a symptom label. This can be made by
simply setting the output size to the number of classes and
adjusting the size of each hidden layer, if necessary.

The chosen architectures are:
• One hidden full layer of 128 floats.
• Three hidden full layers of 128, 64, and 32 floats.
• Six hidden full layers of 128, 128, 64, 64, 32,
and 32 floats.

The number of layers were set up to work with a range of
feasible depths. Their sizes were selected to serve as an upper-
bound estimate of the ones potentially needed. We assume
that the batched feature vectors arrive at maximum speed.
Then the CPU uses them to either feed the DBN contained in
the GPU (normally by means of a memory copy), or directly
evaluate it.

Several factors have to be taken into account in order to
reach the best performance. The batch size has a great influ-
ence on the execution time, regardless of which processor is
running themodel. If themodel is evaluated by the CPU, a big
batch takes advantage of the Advanced Vector Extensions.
However, above a certain batch size there will probably be
more cache/TLB misses and page faults, resulting in a worse
throughput. Conversely, if the model is evaluated by the
GPU, increasing the batch size can decrease the execution
time as a greater percentage of the available processing units
can be used simultaneously. However, in this latter case,
the time spent on transferring the batch to the GPU’s memory

also increases. In this experimental work we used only one
GPU, so the batch size is limited by the GPU’s memory
size.

Every layer in the model has an associated matrix-vector
product. For example, in the three hidden layers model,
the sizes of the matrices when the input is a 256-element
feature vector and the output layer has 2 neurons are
256 × 128, 128 × 64, 64 × 32, and 32 × 2 float elements.
The input vector size only affects the size of the first matrix
leaving the rest unchanged.

We carried out the performance evaluation using a work-
station with 32GB of RAM, a six-core Intel i7-5930K
at 3.5GHz with hyper-threading running Linux, and one
NVIDIA GeForce GTX 1080 with 8GB RAM.

A. DETERMINING THE OPTIMUM BATCH SIZE AND
FRAMEWORK
Most deep learning frameworks are software libraries for
numerical computation based on data flow graphs, where the
nodes represent operations and the edges represent the data
communicated between them. Its flexible architecture allows
deploying computation to one or more CPUs or GPUs in a
variety of hardware platforms with a single API. We have
decided to take it as a black box and determine the more
suitable framework by using a benchmark executed during
the installation procedure of our software on each RAN. This
benchmark runs several tests to find out the best batch size
for a given framework. Performance is measured for all the
feasible combinations of the tuple (model, framework, vector
size, batch size). In this context, model can be any of the
different deep learning models trained to detect the anomalies
and framework represents any of the suitable ones for our
hardware. The benchmark might also obtain any additional
performance metric needed to assist the Security PolicyMan-
ager to make more accurate decisions.
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For the shake of clarity, Fig. 5 only shows the resulting per-
formance for the six hidden layer neural network running on
the GPU. The performances of the one and three hidden layer
neural networks have no significant behavior change except
scale. The figure shows that the speedup, as a function of the
vector size when the batch size is fixed, is not linear. There
might be several reasons for this fact: memory transfer time,
computing time, number of GPU threads or CUDA’s grid and
block dimensions, among others. However, our goal is not to
provide an insightful description of this behavior, but tuning
our software tomaximize its performance. Specifically, Fig. 5
presents the marks obtained by every framework for an input
vector of 64, 128, 256, and 512 features, and a variety of batch
sizes.

As seen in Fig. 5, the best performing for all vectors and
batches sizes is our own implementation using cuBLAS,
followed closely by Caffe2. Given that all the analyzed
frameworks use cuBLAS for matrix operation, our ad hoc
implementation of the models can be considered as an upper
bound of the achievable throughput. Our version does not
suffer from the overhead imposed by the abstraction layers
that the frameworks need in order to provide flexibility and
extended functionality. However, its limiting fact is precisely
its lack of flexibility because we cannot benefit from all the
improvements that the open source community is continu-
ously making to the frameworks (e.g. multi-GPU support,
function optimizations or bug fixing).

Analyzing the individual behavior or each framework,
cuBLAS’s best marks are 12, 7.9, 4.5, and 2.48 million fea-
ture vectors per second for 64, 128, 256, and 512 vector size,
respectively. It is followed closely byCaffe2, with a small per-
formance difference that becomes even smaller when batch
size is increased. In contrast, MxNet and Theano obtain the
worst marks; Theano achieves its best result (1.77 million
feature vectors per second) with a batch size of 211 and a
vector size of 64; while MxNet obtains 4.3 million feature
vectors per second as its best mark for a batch size of 215

and a vector size of 64. It should be noticed that Theano
is a special case because the performance remains almost
unchanged for all batch sizes with the vector size fixed.
In general, the implementation and internal optimizations of
each framework determine its final performance; therefore,
the performance offered by all frameworks varies substan-
tially among batch sizes.

Although the number of features can be potentially
unlimited, we set our feature vector to 256 elements.
We chose this number because it is a representative value
considering our previous ASD classification performance
(see Section IV-B.2). With this input vector size and running
themodels on ourworkstation, the best batch sizes in the three
DBN architectures are shown in TABLE 4.

We can consider our cuBLAS implementation as the max-
imum practical throughput. However, fixing the vector size
to 256 and taking into account only commercial frameworks,
the best performance is offered by Caffe2 for all batch sizes.
For one-layer architecture and a batch size of 217 it reaches

TABLE 4. Optimum batch size (see Fig. 5).

5.1 million feature vectors per second, while the second best
option is CNTK offering 3.8 million feature vectors per sec-
ond. On the other hand, MxNet and Theano compete for
the worst position in the ranking, providing poor results in
almost every configuration when compared with Caffe2 and
PyTorch. Particularly, in this configurationMxNet reaches its
best mark of 1.54 million feature vectors per second for the
batch size 213. Theano obtains 1.64 million feature vectors
per second for a batch size of 217.
We should bear in mind that these results have been

obtained by running the benchmark on the specific worksta-
tion described above. Therefore, the marks could be rather
different with other existing hardware configurations, where
the virtualized computational resources available in each
RAN can result in a different optimal combination of deep
learning framework and batch size, for example. This makes
it crucial to run the benchmark suite on each RAN at instal-
lation stage and determine the best framework that suits each
particular RAN in the 5G network. It should also be noted
that, although Caffe2 running on a GPU provides the best per-
formance, it could not be the most suitable option. As a case
in point, a systemwith low traffic can decide not to use a GPU
due to power consumption policy. In this case, TensorFlow on
a CPU would be the best option. Additionally, other system
configurations could be considered such as frameworks using
more than one GPU. In any case, our architecture allows the
self-adaptation to every hardware context.

B. CPU VERSUS GPU PERFORMANCE
GPUs have become an essential tool for machine learning
computation, because deep learning models are actually well
suited to be executed on them. The more complex and inde-
pendent the computations are, the more impressive the per-
formance gain usually is.

The model proposed in this article cannot be considered
too deep, and the matrices are rather small when compared
with the ones typically used by other deep learning models
(e.g., CNNs). In our particular case, the time spent in trans-
ferring the batch from main memory to the GPU cannot be
disregarded when compared with the computing time. If the
batch is small, the number of memory transfers increases,
limiting the throughput. Conversely if the batch is large,
the memory becomes the most common limitation. Fig. 6
illustrates how some of the frameworks improve as the batch
size increases. In contrast, some others even get worse in
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Fig. 6. Comparison between GPU and CPU performance with a vector of 256 features for each of the three DBN architectures. (Top) GPU performance.
(Bottom) CPU performance.

the same case. GPU shows for every framework a significant
performance improvement compared to CPU. It is important
to note that cuBLAS is a library running on GPU, so we have
excluded our own implementation based on cuBLAS from
CPU benchmark.

It is worth mentioning that TensorFlow running on CPU
gets a better mark than some frameworks running on GPU.
In particular, for one hidden layer architecture with 213 and
215 batch sizes, TensorFlow behaves better than MxNet and
similar to Theano. In contrast, Caffe2, which gets the best
mark on GPU, obtains the worst one on CPU. In general,
all the frameworks running on CPU show a performance
lower than 1 million feature vectors per second, with the Ten-
sorFlow exception, which reaches up to 1.3 million feature
vector per second in the one-layer architecture.

In models with more layers, the gap between CPU and
GPU performance increases dramatically. In the six-layer
architecture, all the GPU frameworks obtain a better result
than any other CPU framework. Even CPU TensorFlow
reaching a maximum of 0.8 million feature vectors per sec-
ond with 213 batch size, gets only close to the worse GPU
framework (MxNet) with 0.9 million feature vectors per
second.

The GPU performances for the three models are rather
similar. This proves that the GPU’s 2 560 cores have a huge
computing power on high parallelizable computations like
matrix-vector product. This leads us to conclude that a great
amount of time is spent on data transfers instead of calcu-
lations. There can be an opportunity to improve the global
throughput when several GPUs are used, if we manage to
overlap computations and DMA transfers.

Connecting these experimental results with the cyberde-
fense problem targeted in this study, we can consider a
5G scenario with a city of 1 million of habitants, each of
them having only one UE. These UEs will be connected to
the eNBs (elements of the LTE Radio Access Network for

connectivity purposes), demanding services and each gen-
erating 10 flows per second (fps) on average. In order to
offer proper wireless connectivity, that city maintains a single
RANwith 50 deployed eNBs to which all UEs are connected.
There is a perfect balancing of 20 000 UEs per eNB and there
is one flow collector per eNB; that is, each flow collector
will be managing 200 000 fps. If we assume an ASD per
flow collector and an offset of 1 flow, this fact will result
in having 200 000 feature vectors per second inputting to
each ASD. As seen in the experiments, this number could be
perfectly managed by each ASD separately, even by a CPU
using the TensorFlow framework with a batch size of 215.
Instead, when taking 5 eNBs (from 50) sending data to the
ASD through the corresponding flow collectors, we should
obtain 1 million of feature vectors per second. This will
overload an ASD using a single CPU. However, a single
GPU can manage this situation easily even considering the
TensorFlow framework, as shown in Fig. 6.

In a worse situation where taking 15 eNBs sending data to
theASD at the same time, 3million feature vectors per second
would be generated. In this case, TensorFlow on a single GPU
will not be able to adequately process this volume of fea-
ture vectors. Therefore, the system would switch to another
deep learning framework that can handle 3 or more million
feature vectors per second. In this specific case, CNTK,
Caffe2, or cuBLAS are the best options. By choosing 217 as
batch size the system would be able to handle 3.9, 5.1, and
5.1 million feature vectors per second with CNTK, Caffe2,
and cuBLAS, respectively.

Finally, focusing on a worst case where 10 million fea-
ture vectors per second would be generated, with all the
eNBs simultaneously active in the RAN and sending data
to a unique ASD, this could not be assumed with any
of the studied frameworks. As a solution, we suggest two
mechanisms: a) dynamically deploy more computational
resources, through new virtualized components as VNFs;

7710 VOLUME 6, 2018



L. Fernández Maimó et al.: Self-Adaptive Deep Learning-Based System for Anomaly Detection in 5G Networks

and b) adapting the flow aggregation frequency in order to
reduce the rate of collected feature vectors.

VI. CONCLUSIONS AND FUTURE DIRECTIONS
A self-adaptive system for anomaly detection and cyberde-
fense has been proposed in the context of a 5G mobile net-
work architecture in which unpredictable traffic fluctuation
is expected. This fact will make the system to automatically
adapt the computational resources and inspection elements
in order to optimize and ensure the detection processes. This
adaptation can be made seamlessly by means of the virtual-
ized network functions present in the designed system.

Our proposal is based on a novel two-level deep machine
learning model where the first level is a supervised or semi-
supervised learning method implementing a DBN or a SAE
running on every RAN as quickly as possible. This sacrifices
some accuracy due to the amount of network traffic that a
RAN handles. Its task is to detect symptoms, that is, local
anomalous traffic conditions happening during a configurable
short time period. All the collected symptoms are sent to the
NAD component, where they are assembled and used as input
for a LSTM Recurrent Network, trained in a supervised way
to recognize temporal patterns of cyberattacks.

A number of experiments were also conducted to realize a
comprehensive comparative performance evaluation of deep
learning frameworks. The aim was to determine the best
suited one for reaching the highest processing performance.
The experimental results show that each system in the 5G
network will be able to use one framework or another depend-
ing on, for example, the availability of physical resources
(GPU or CPU) in a given RAN or the network flow reception
rate.

Several directions for future improvement are currently
being considered. Firstly, extending the experimental work
related to detection/classification so as to determine which of
the deep learning models from a selection, their respective
best hyper-parameters, and optimum feature set are more
appropriate for each configuration and a given throughput
requirement. Moreover, it is also necessary to train the two
different levels using real data and to evaluate the accuracy
of the anomaly detection architecture as a whole. This has
been identified as the next step in a real 5G network, as the
one being currently built in the SELFNET EUH2020 project.
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