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 A B S T R A C T

The Extensible Authentication Protocol (EAP) has been a cornerstone of secure authentication in both wired 
and wireless networks, as well as enterprise systems, enabling integration with a wide range of authentication 
mechanisms. Recently, the IETF EAP Method Update (EMU) Working Group has adopted EAP-EDHOC, a 
method that combines EAP’s extensibility with the recent standard Ephemeral Diffie–Hellman Over COSE 
(EDHOC). EDHOC is a lightweight authentication and key exchange protocol designed to be supported in 
resource-constrained environments. This enhances EAP-EDHOC as a high-performance authentication method 
for EAP-based networks. This paper presents a comprehensive analysis of the standardization efforts surround-
ing EAP-EDHOC, including a first proof-of-concept implementation and performance evaluation conducted 
over Wi-Fi networks. Additionally, a new design that optimizes the existing protocol by reversing the roles 
of the communication parties is proposed. The original and optimized versions are evaluated and compared 
with each other, as well as with EAP-TLS 1.3 and EAP-PSK. The results demonstrate that EAP-EDHOC 
achieves more efficient authentication than EAP-TLS 1.3 in terms of execution time, number of messages, and 
data transmitted. Meanwhile, EAP-PSK, which is based on symmetric cryptography, serves as a performance 
baseline.
1. Introduction

In the network security field, the need for robust, flexible, and 
efficient authentication mechanisms is more critical than ever, as they 
form the backbone of secure communications in a wide variety of 
environments, especially in wireless networks. These networks face 
unique challenges, including dynamic topologies, inconsistent signal 
quality, and increased exposure to external threats. Authentication 
protocols for wireless networks must not only ensure data integrity and 
confidentiality but also adapt to evolving security requirements.

The Extensible Authentication Protocol (EAP) [1] provides a stan-
dard mechanism supporting multiple authentication methods, known 
as EAP methods [2], ranging from password-based to certificate-based 
schemes (e.g., EAP-TLS [3]). EAP has served as a foundational protocol 
for flexible and secure authentication, and for establishing keying 
material between nodes in diverse environments. These environments 
include enterprise networks, Wi-Fi security—where EAP-TLS 1.3 [4] 
and EAP-PSK [5] play a significant role—cellular systems—such as 
EAP-AKA’ [6] in 5G mobile networks—as well as Zigbee IP [7] and IEEE 
802.15.9 [8]. In addition, EAP is used for authentication at the network 
level (e.g., PANA [9] and IKEv2 [10]), and at the application level 
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(GGS-API [11]). Furthermore, EAP is also used for port-based network 
access control (PNAC) [12], which in turn is used to authenticate 
and key MACsec [13,14]. This adaptability has established EAP as a 
widely recognized standard for authentication. Moreover, its ability 
to integrate modern cryptographic protocols ensures its continuing 
relevance across both traditional and emerging network architectures, 
such as IoT networks.

To maintain EAP’s effectiveness facing evolving security require-
ments, the IETF EAP Method Update (EMU) Working Group (WG) [15] 
focuses on designing, updating and expanding EAP methods, aligning 
the protocol with the latest security standards and requirements. In 
line with this objective, the integration with lightweight secure au-
thentication protocols has become a key priority, as many applications 
increasingly require efficient and scalable authentication mechanisms.

Ephemeral Diffie–Hellman Over COSE (EDHOC) is a compact and 
secure authentication and key agreement protocol that uses ephemeral 
Diffie–Hellman keys, enabling a lightweight handshake protocol with 
robust security features (including mutual authentication, forward se-
crecy, and identity protection). It has been recently standardized in the 
https://doi.org/10.1016/j.csi.2025.104037
Received 3 February 2025; Received in revised form 2 May 2025; Accepted 16 Jun
vailable online 12 July 2025 
920-5489/© 2025 The Authors. Published by Elsevier B.V. This is an open access 
c/4.0/ ). 
e 2025

article under the CC BY-NC license ( http://creativecommons.org/licenses/by- 

https://www.elsevier.com/locate/csi
https://www.elsevier.com/locate/csi
https://orcid.org/0009-0002-1824-9149
https://orcid.org/0000-0002-5408-1032
https://orcid.org/0000-0003-3319-932X
https://orcid.org/0000-0003-0803-1672
https://orcid.org/0009-0005-3807-7665
mailto:francisco.lopezg@um.es
https://doi.org/10.1016/j.csi.2025.104037
https://doi.org/10.1016/j.csi.2025.104037
http://crossmark.crossref.org/dialog/?doi=10.1016/j.csi.2025.104037&domain=pdf
http://creativecommons.org/licenses/by-nc/4.0/
http://creativecommons.org/licenses/by-nc/4.0/


F. Lopez-Gomez et al. Computer Standards & Interfaces 95 (2026) 104037 
IETF [16]. The protocol uses the Concise Binary Object Representation 
(CBOR) [17] for compact encoding, and the CBOR Object Signature and 
Encryption (COSE) [18] for secure encapsulation and identification of 
algorithms and credentials. EDHOC authentication can be based on raw 
public keys (RPKs) or public key certificates.

By integrating EDHOC into the EAP framework, the new EAP-
EDHOC method combines the flexibility of EAP with the lightweight 
and secure features of EDHOC. This integration not only enables effi-
cient network access authentication and key management in general 
network technologies, such as Wi-Fi [19], WiMAX [20], or 5G net-
works [21], but also opens the possibility of including EAP-EDHOC 
in constrained IoT networks that use EAP as authentication protocol, 
such as IEEE 802.15.9 or Zigbee IP. Notably, IEEE is already working 
on specifying EDHOC as a key management protocol (KMP) for IEEE 
802.15.4 [22], and EAP-EDHOC is also applicable when the KMP is 
based on EAP. Furthermore, the EAP-EDHOC method aligns with the 
IETF EMU WG’s mission to enhance EAP with the latest cryptographic 
protocols, to the point that the EAP-EDHOC draft has already been 
adopted for standardization.

This paper provides a comprehensive analysis and explanation of 
the ongoing standardization efforts around EAP-EDHOC. It presents the 
first proof-of-concept implementation and evaluates its performance. 
Additionally, it introduces a new design of EAP-EDHOC to further 
reduce the number of exchanges. Both versions are assessed in a Wi-
Fi scenario and compared with EAP-TLS 1.3 – a reference method with 
similar characteristics based on asymmetric cryptography – and EAP-
PSK, which serves as a performance benchmark due to its reliance on 
symmetric cryptography and inherently lower computational overhead.

While previous works have explored the performance of EDHOC or 
its potential in constrained environments, they have not addressed its 
integration into the EAP framework or provided practical evaluations of 
EAP-EDHOC itself. To the best of the authors’ knowledge, this is the first 
attempt to analyze the IETF standardization effort aimed at integrating 
the features of EAP and EDHOC, bridging the gap between EAP-based 
authentication and lightweight key exchange protocols.

The remainder of this article is organized as follows. Section 2 
reviews the background technologies related to EAP-EDHOC. Section 3 
analyzes EAP-EDHOC and introduces a new design for it. Section 4 
discusses the security properties of EAP-EDHOC. Section 5 describes 
the implementation, the deployed scenario, and the experimental re-
sults validating the proposal. Section 6 explores related work. Fi-
nally, Section 7 concludes the article and outlines directions for future 
research.

2. Background

2.1. The Extensible Authentication Protocol (EAP)

The Extensible Authentication Protocol (EAP) is an authentication 
framework that supports multiple authentication methods. It was de-
signed for network access authentication where IP layer connectivity 
may not be available. It is a highly flexible and widely adopted tech-
nology, commonly used for authentication in IEEE 802.11 (Wi-Fi), IEEE 
802.16 (WiMax) or protocols such as PANA, IKEv2. Its adaptability also 
enables EAP to support emerging technologies like IEEE 802.15.9 or 
Zigbee IP, where it plays a key role in secure authentication for IoT 
environments.

The key entities involved in the EAP exchange are the EAP Peer 
(Supplicant/Client), which is the device or user seeking network access, 
and communicates directly with the EAP Authenticator; the EAP Au-
thenticator, which is a network device (such as a switch, access point, 
VPN server, etc.) that enforces access control and initiates the EAP 
authentication process; and the EAP Server, which is responsible for 
implementing the authentication methods and for authenticating the 
EAP Peer. For simplicity, the operational flow diagrams in this article 
depict only the EAP peer and the EAP server.
2 
EAP can operate in two modes, namely Standalone Mode and Pass-
Through Mode. In Standalone Mode, the EAP Authenticator and the 
EAP Server are co-located on the same device. In Pass-Through Mode, 
the EAP Authenticator relays EAP messages between the EAP Peer and 
the EAP Server, which is located on a remote authentication server. 
In this mode, authentication decisions are made by the EAP Server, 
not the EAP Authenticator. This setup is the most common, and its 
primary advantage is that the EAP Authenticator does not need to be 
updated to support new authentication methods or to store the EAP 
Peer’s credentials.

The EAP authentication process begins with the EAP Authenticator 
sending a request to authenticate the Peer. This request specifies the 
information required from the Peer. Typically, the first request is an 
Identity Request. In response, the EAP Peer sends a response packet 
containing the information requested, in this case, its identifier. The 
message exchange continues between the EAP Server (either external 
to the EAP Authenticator or co-located with it) and the EAP Peer 
to perform the authentication of the client. Since EAP is a lock-step 
protocol, the EAP Server must wait for a valid response before sending 
the next request, retransmitting requests when needed. The process 
concludes when the EAP Server either determines that the Peer can-
not be authenticated, sending an EAP Failure, or confirms successful 
authentication, sending an EAP Success.

In the context of wireless networks [23], EAP methods must gen-
erate key material for EAP entities after successful authentication, 
specifically the Master Session Key (MSK) and the Extended Master Ses-
sion Key (EMSK), as defined by the EAP Key Management Framework 
(KMF) [24]. The MSK is used to derive Transient Session Keys (TSK) 
and then, to establish security associations, which allows securing 
communications between the EAP Peer and Authenticator. The MSK 
is transmitted by the EAP Server to the Authenticator via the AAA 
protocol in the pass-through mode, while the EMSK is kept secret 
between the EAP Peer and Server, not shared with other entities [25].

2.2. Ephemeral Diffie–Hellman Over COSE (EDHOC)

EDHOC is a lightweight authenticated key exchange protocol per-
formed between two entities, the Initiator (I) and the Responder (R). It 
is based on the SIGn-and-MAc-I (SIGMA-I) variant protocol [26], which 
provides mutual authentication; identity protection of the Responder 
against passive attacks, and of the Initiator against active (and passive) 
attacks; and forward secrecy (all critical features in modern security 
frameworks). To put this in perspective, IKEv2 and TLS 1.3 are also 
based on SIGMA, which means EDHOC offers similar security charac-
teristics to these widely used protocols. EDHOC authentication can be 
based on raw public keys (RPKs), or public key certificates. It supports 
the referencing of credentials in order to reduce message overhead, but 
credentials may alternatively be embedded in the messages. Further-
more, it offers compact cipher suite negotiation to enable crypto agility, 
flexibility and modularity.

EDHOC consists of three mandatory messages (message_1, mes-
sage_2, message_3), an optional message_4, and an error message. These 
messages have a compact encoding based on CBOR sequences [27] 
with the secure encapsulation provided by COSE [17], minimizing mes-
sage transmission and processing requirements. Additionally, EDHOC 
relies on elliptic curve cryptography, which is widely recognized for 
offering strong security with low computational overhead [28]. This 
makes EDHOC suitable for highly constrained networks [29], such as 
Cellular IoT, IPv6 over the TSCH mode of IEEE 802.15.4e (6TiSCH), 
and LoRaWAN. For instance, in scenarios with pre-provisioned public 
keys, the total messages size exchanged between I and R can be 
approximately 100 bytes [18]. To put this in perspective, this represents 
a significant improvement over traditional methods like TLS, where 
message sizes are typically larger. A detailed comparison of these 
protocols is provided in [30], which highlights the efficiency gains 
achievable with EDHOC without compromising security.
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Fig. 1. EDHOC message flow.

EDHOC supports four authentication methods (Methods 0–3) within 
the ephemeral-ephemeral Diffie–Hellman key exchange. These methods 
rely on signature keys and static DH keys. Method 0 employs signature 
keys for both parties, whereas Method 3 uses static DH keys on both 
parties exclusively for authentication. Methods 1 and 2 combine signa-
ture keys and static DH keys, assigning them differently between the 
Initiator and Responder. It is worth noting that static DH keys are used 
for authentication together with ephemeral DH keys which provides 
good security properties, not to confuse with authentication based on 
static DH keys only, which is not used in EDHOC.

Fig.  1 illustrates the EDHOC message flow including the optional 
fourth message. The flow proceeds as follows:

• Message_1: The Initiator (I) starts the protocol by sending mes-
sage_1, which includes the authentication method (METHOD) to 
be used, cipher suites (SUITES_I), the Initiator’s Elliptic Curve 
Diffie–Hellman (ECDH) ephemeral public key (G_X), a connection 
identifier (C_I) for protocol state identification and additional 
external authorization data (EAD_1).

• Message_2: If the Responder (R) agrees on the method and cipher 
suites, it generates message_2. When the Responder uses Static 
Diffie–Hellman keys (methods 1 and 3), the authentication is 
achieved by a MAC function. Otherwise (methods 0 and 2), 
the Responder authenticates via a digital signature. Message_2 
includes the Responder’s ephemeral Diffie–Hellman public key 
G_Y, a connection identifier C_R, ID_CRED_R (identifying and 
optionally transporting R’s credentials), the signature or MAC 
(Signature_or_MAC_2) and additional external authorization data 
EAD_2. Message_2 is encrypted (except for G_Y) and sent to the 
Initiator. Upon receiving this message, the Initiator authenticates 
the Responder’s credentials by means of the signature or MAC. 
The keying material can be derived after message_2 has been sent 
or received.

• Message_3: The Initiator calculates MAC_3 and, depending on 
the authentication method used, the MAC is either sent in raw 
mode or embedded within a signature. Message_3, also containing 
ID_CRED_I and EAD_3, is protected using Authenticated Encryp-
tion with Associated Data (AEAD) and sent to R. The Responder 
receives the third message and decrypts it to authenticate the 
Initiator. At this point, both parties are mutually authenticated.

• Message_4 (Optional): The Responder may then send an optional, 
encrypted fourth message containing external authorized data 
EAD_4 as acknowledgment. This message provides explicit Key 
Confirmation.
3 
Fig. 2. EAP-EDHOC mutual authentication.

3. The EAP-EDHOC authentication method

3.1. EAP-EDHOC overview

EAP-EDHOC [31]1 is based on the authentication and security prop-
erties provided by EDHOC, using EAP as transport medium. It is impor-
tant to mention that EDHOC specifies a list of transport requirements, 
detailed in Section 3.4 of RFC 9528 [16]. These requirements include 
handling the loss, reordering, duplication, correlation, and fragmenta-
tion of messages; demultiplexing EDHOC messages from other types of 
messages; and denial-of-service protection. The EAP-EDHOC method 
itself manages fragmentation and reassembly, while the rest of the 
requirements are handled by the EAP layer and lower layers.

Fig.  2 illustrates a typical message flow for successful EAP-EDHOC 
authentication. In this flow, the EAP-EDHOC Server, playing the role of 
the EAP Authenticator/Server, initiates communication by sending an 
EAP-Request/Identity message to request the peer’s identity. The EAP-
EDHOC Peer, playing the role of the EAP Peer, responds with a EAP-
Response/Identity message, where the real username is replaced with a 
fixed or encrypted identifier (e.g., ‘‘@realm’’ or ‘‘anonymous@realm’’) 
to protect user privacy. This exchange is not part of EAP-EDHOC 
itself, as it serves to select the authentication method. Following this, 
the EAP-EDHOC Server sends an empty EAP-Request, specifying the 
type EAP-EDHOC. This message is also referred to as the EAP-EDHOC 
Start message. From this point, the communication proceeds with the 
EDHOC protocol messages encapsulated within the data fields of EAP-
Response and EAP-Request packets. Once EDHOC messages have been 

1 It should be noted that at the time of writing this article, the EAP-EDHOC 
draft developed in the EMU working group is in version 00. Since this method 
is still in the standardization process, it may undergo changes over time. 
Updating the information presented in this paper to align with these changes 
is left as future work.
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Fig. 3. EAP-EDHOC message format.
successfully exchanged, if everything is correct, the EAP-EDHOC Peer 
sends a final empty EAP-Request with EAP-Type=EAP-EDHOC and the 
EAP-EDHOC Server concludes the process by sending an EAP Success 
message, indicating the successful completion of the exchange.

It is important to note that this is a typical message flow, but EAP-
Request/Identity and EAP-Response/Identity are optional, and EAP 
Success can be encoded in other network layer 2 specific messages.

In the default version of EAP-EDHOC, the entity acting as the EAP-
EDHOC Peer (typically the client device requesting network access) 
assumes the role of the Initiator, sending EDHOC messages 1 and 3. 
Meanwhile, the EAP-EDHOC Server assumes the role of the Responder, 
sending EDHOC messages 2 and 4.

It is worth noting that EAP-EDHOC always uses message_4 as a 
protected success indication to ensure that the EAP Peer is securely 
informed of the success of the authentication process. This approach 
compensates for the lack of protection in the EAP Success message.

3.2. Message format

The EAP-EDHOC packet (Fig.  3) is composed of the following fields:

• On the one hand, a common portion to all EAP methods as it 
forms part of the EAP header:

– Code: A byte field representing the type of the EAP packet. 
Options include Request (1), Response (2), Success (3), or 
Failure (4).

– Identifier: A byte field used to match Responses with Re-
quests.

– Length: A two-byte field which indicates the total length in 
bytes of the EAP packet.

– Type: A byte field present only in Request and Response 
EAP packets. It specifies the EAP method being used. A 
specific type value will be assigned to EAP-EDHOC during 
the standardization process.

• On the other hand, the EAP-EDHOC specific fields:
– The Flags byte and the optional four-byte EDHOC Mes-
sage Length field that serve to support fragmentation (see 
Section 3.3).

– EDHOC Data: This field has a variable size and contains the 
actual EDHOC messages.

An empty (no payload) EAP-EDHOC message is 6 bytes in size (1 
byte for the Code, 1 byte for the Identifier, 2 bytes for the Length, 1 
byte for the Type, and 1 byte for the Flags). Finally, the EAP Success 
and Failure messages are only 4 bytes in size.

3.3. Fragmentation support

EAP-EDHOC supports fragmentation through the addition of the 
flags octet in the EAP-Request (Fig.  4(a)) and EAP-Response (Fig.  4(b)) 
packets, as well as a (conditional) 4-octet EAP-EDHOC Message Length 
field. Although, EAP-EDHOC itself generates very compact messages, 
there might be some network technologies with a reduced Maximum 
4 
Fig. 4. EAP-EDHOC Flags octets.

Transfer Unit (MTU) that can be too low for even small authentica-
tion messages containing cryptographic data or certificates, as it may 
happen with EDHOC authentication. For instance, IEEE 802.15.4 [32], 
commonly used in low-power IoT networks, has an MTU as low as 127 
bytes. Without fragmentation, messages larger than the MTU would 
be unable to fit within a single packet. Therefore this fragmentation 
support open the door to extend the applicability of EAP-EDHOC to 
IoT networks.

The different flags used in the protocol (see Fig.  4) are the Length 
included (L), More fragments (M), and EAP-EDHOC Start (S) bits. The 
S flag simply marks the initial message of the EAP-EDHOC method’s 
communication to distinguish it from the rest of EAP-EDHOC messages. 
Then, the S flag is set only in the EAP-EDHOC Start message sent from 
the EAP Server to the Peer. This is the reason why this bit is not 
included in the flags octet of EAP-Response. The M flag is used for 
fragmentation and is set on all but the last fragment (understand it as a 
‘‘More fragments left’’). The L flag is set to indicate the presence of the 
EDHOC Message Length field, and must be set for the first fragment 
of a fragmented EDHOC message. The EDHOC Message Length field 
provides the total length of the EDHOC message that is being frag-
mented, which simplifies buffer allocation. The ‘R’ in the flags octets 
means Reserved.

When an EAP-EDHOC entity receives an EAP-EDHOC packet with 
the M bit set, it must respond with an EAP packet with EAP-Type=EAP-
EDHOC containing no data, serving as a fragment acknowledgment 
(ACK). The other entity must wait for this ACK before sending the next 
fragment.

3.4. Key derivation

Upon successful authentication using EDHOC, a symmetric shared 
session key, PRK_out, is generated. Additionally, another key,
PRK_exporter, is derived from PRK_out. The PRK_exporter is crucial for 
deriving further symmetric keys, which are used to secure application-
level data. More specifically, EAP-EDHOC uses the PRK_exporter key 
and the key derivation function named EDHOC-Exporter defined in [16] 
to derive the EAP Master Session Key (MSK) and the Extended Master 
Session Key (EMSK).

The MSK and EMSK are typical outputs of EAP methods and are 
essential for enabling lower-layer security mechanisms, such as estab-
lishing secure communication sessions. However, EAP-EDHOC itself 
does not define the specific usage of these keys at lower layers, leaving 
their application dependent on the underlying network implementa-
tion. For example, in Wi-Fi networks, the MSK is traditionally used 
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Fig. 5. EAP-EDHOC reverse-role flow.

by the 802.1X framework to derive transient session keys (TSKs) that 
secure communication between the supplicant and the access point.

In addition to exporting key material, EAP-EDHOC generates other 
standard EAP-related attributes, such as the Method-ID and Session-ID. 
Notably, the Method-ID is derived using the EDHOC-Exporter function 
to ensure it is based on a fresh cryptographic key. The Session-ID is then 
constructed as Type ∥ Method-ID. These attributes ensure compatibility 
with the EAP framework and facilitate integration with existing AAA 
infrastructures.

3.5. A new approach: reverse-role flow

Once presented the fundamentals of EAP-EDHOC this paper also 
presents an alternative design for EAP-EDHOC that involves switching 
the roles of Initiator and Responder (reverse-role flow). The main goal 
is to reduce the number of exchanged messages and bytes transmitted 
over the network, and hence the time for authentication.

In this new scheme, the EAP Server acts as the Initiator, send-
ing EDHOC message_1 and message_3, while the EAP Peer assumes 
the role of the Responder. This enables the EAP-EDHOC Server to 
directly send EDHOC message_1 immediately after receiving the EAP-
Response/Identity message, eliminating the need for the EAP-EDHOC 
Start message. Additionally, EDHOC message_4 is no longer necessary 
in this configuration. You can see the resulting scheme with reversed 
roles in Fig.  5. The rationale and security implications of this role 
reversal are discussed in detail in Section 4.

This proposal for the new scheme does not aim to replace the cur-
rent one; instead, both schemes can coexist with a minor modification 
to the EAP-EDHOC method. The operation mode would be as follows: in 
the case of a server that supports this reverse-role flow, the server can 
directly send the EDHOC message_1 to the EAP-Peer after receiving the 
EAP-Response/Identity message, flagging it to indicate that the message 
follows the reverse-role flow. If the EAP-Peer does not support this 
scheme or is configured to use exclusively the default EAP-EDHOC’s 
scheme, it will generate and send a new EDHOC message_1 (with the 
reverse-role flag disabled), allowing the exchange to proceed normally 
according to the standard EAP-EDHOC scheme. Conversely, if the EAP-
Peer supports this new scheme, it will recognize the flag indicating 
the role inversion and it will start the processing of message_1, so the 
message exchange will continue as described in Fig.  5. It is worth noting 
5 
Fig. 6. EAP-EDHOC’s updated flags octets.

that the key derivation process remains unchanged in this new flow 
compared to the standard scheme.

A new flag is defined, present in every message which follows the 
reverse-role flow. In Fig.  6 the resulting EAP-EDHOC flag octets are 
shown, including the new reverse-role flag bit (V).

As observed, the EDHOC message_1 is included by the EAP Server 
in the first EAP Request of EAP-EDHOC. Thus, this message will have 
the S (Start) flag activated.

In the best-case scenario, where both the EAP Peer and EAP Server 
support the reverse-role flow, the EAP-EDHOC Start message (an empty 
EAP-EDHOC message) and EAP-EDHOC’s message_4 (occupying 9 bytes 
plus the EAP-EDHOC header size) are omitted. Consequently, the num-
ber of exchanged messages is reduced by two. Considering that the 
EAP-EDHOC headers are 6 bytes in total, this results in an overall 
saving of 21 bytes (6 bytes from the Start message + 6 + 9 bytes from 
the message_4).

On the other hand, the worst-case scenario arises when the server 
supports the reverse-role scheme and directly sends message_1 to initi-
ate the EDHOC exchange. However, if the EAP Peer does not support 
this scheme or demands greater privacy, it will respond by initiating the 
standard scheme, sending its own message_1. In this case, no additional 
EAP packets are introduced, but the EAP-EDHOC Start message sent 
by the server (which was previously empty in the standard scheme) 
now includes EDHOC message_1 (typically 37 bytes, excluding the 
EAD). Consequently, these 37 additional bytes (plus any EAD data) 
are transmitted over the network, but without requiring additional EAP 
packet exchanges.

4. Security considerations

This section discusses the key security properties of both EAP-
EDHOC and the proposed reverse-role flow.

4.1. Default EAP-EDHOC

The security properties of EAP-EDHOC [31] are grounded in the 
strengths of both EAP and EDHOC, providing robust protections for 
network access authentication. As such, the security considerations 
outlined in EAP [1] and EDHOC [16] are directly applicable to EAP-
EDHOC.

EAP is a flexible authentication framework designed to support 
a wide range of network technologies, including Wi-Fi and cellular 
networks. Its security guarantees, however, largely depend on the 
specific EAP method employed. By integrating EDHOC as an EAP 
method, EAP-EDHOC inherits the strong cryptographic properties of 
EDHOC—such as end-to-end authenticated key exchange, resistance to 
replay and man-in-the-middle (MITM) attacks, and resilience against 
key compromise—to authenticate the parties and derivate a shared 
secret (MSK).

The main security properties provided by EAP-EDHOC can be sum-
marized as follows:

• Mutual authentication: EAP-EDHOC ensures mutual authentication 
between the client and the server by leveraging EDHOC’s crypto-
graphic handshake, which prevents impersonation and unautho-
rized access. By verifying both parties’ identities, the protocol en-
sures only authenticated clients access the network, while clients 
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can trust they are communicating with a legitimate network 
server.

• Ephemeral key exchange: EDHOC performs an ephemeral DH ex-
change in the first two messages. This provides forward secrecy, 
ensuring that the compromise of a session key does not also com-
promise earlier sessions’ keys and protecting future session keys 
from passive attackers (ephemeral key exchange forces attackers 
to be active if they want access to future session keys, even if they 
have access to a long-term key).

• Identity protection: EDHOC provides identity protection, which 
safeguards personal information and identity from theft or fraud 
and protects from tracking. This identity protection is asymmet-
rical due to the protocol’s SIGMA-I design:

– The Initiator receives protection against both passive and 
active attackers, ensuring that the EAP Peer/I identity is hid-
den from third parties attempting to eavesdrop or actively 
intervene.

– The Responder receives identity protection only against pas-
sive attackers. An active attacker could potentially uncover 
the EAP Server/R identity by eavesdropping on the desti-
nation address used for transporting message_1 and then 
sending a crafted message_1 to that address. After that the 
Responder will answer with message_2, which can be deci-
phered by the attacker, hence discovering the Responder’s 
identity.

• Resistance to known attacks: EDHOC’s security has been thor-
oughly analyzed (e.g., in [33]) to ensure resilience against known 
cryptographic attacks, such as replay, man-in-the-middle, and 
reflection attacks. The handshake includes mitigation against key-
compromise impersonation and guarantees session key freshness 
by integrating ephemeral keys.

• Message integrity and confidentiality : Each message in the ED-
HOC handshake is authenticated and encrypted to prevent tam-
pering or interception by unauthorized parties. It makes ED-
HOC robust against interception and injection attacks during the 
authentication process.

4.2. Reverse-role EAP-EDHOC

As mentioned earlier, EAP-EDHOC provides asymmetrical identity 
protection. In this new scheme, which involves switching the roles of 
the communication, identity protection against active attackers shifts 
from the EAP Peer to the EAP Server, which now acts as the Initiator of 
the communication. Consequently, the EAP Peer’s identity is protected 
only against passive attackers, while the EAP Server gains identity 
protection against both passive and active attackers.

This can actually be advantageous in certain scenarios, where safe-
guarding the server’s identity can be more critical. For example, in 
public Wi-Fi deployments or enterprise networks, protecting the EAP 
Server’s identity can help mitigate targeted attacks aimed at identi-
fying, exploiting or denying the authentication infrastructure itself. 
Similarly, in situations where the EAP Server represents a centralized 
gateway or a high-value node, concealing its identity from active and 
passive attackers can reduce the risk of reconnaissance and targeted 
compromise.

The remaining security features discussed in Section 4.1 apply 
similarly to this new message flow.

On the other hand, message_4 is not required in this new design 
of EAP-EDHOC. Recall message_4 goals in the original EAP-EDHOC 
specification: first, it acts as a protected success indication and sec-
ond, it provides explicit key confirmation by allowing the Initiator to 
confirm that Responder owns the agreed key material (the Responder 
already confirmed that the Initiator had the proper session key during 
verification of message_3).
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With EAP-EDHOC with reversed roles, the correct verification of 
message_3 allows the Initiator to authenticate the Responder and to 
confirm that Responder had already authenticated it, hence acting as 
protected success indication.

Without message_4, the Responder delays the key confirmation 
of the Initiator’s keys until some data communication happens using 
the MSK exported by the EAP-EDHOC method through the running 
of a secure association protocol, such as explained in the EAP Key 
Management Framework [24] (e.g., the 4-way handshake in Wi-Fi 
networks [34]). 

4.3. Post-quantum considerations

At present, it remains uncertain when—or even if—a quantum com-
puter powerful enough to break widely used public key cryptographic 
schemes will become a reality. Nonetheless, due to the long timelines 
involved in standardization and deployment, efforts to define Post-
Quantum Cryptography (PQC) standards are already well underway. 
Authors in [35] discuss the emerging threats posed by quantum com-
puting and review the current landscape and advancements in PQC 
research. In [36] it is provided an overview of the current state and 
recent advancements in PQC from the perspective of NIST. In addition, 
ongoing research continues to explore advanced approaches to PQC 
(e.g., [37]).

In the context of EAP-EDHOC, the underlying EDHOC protocol 
supports all signature algorithms defined by COSE, including post-
quantum algorithms such as HSS-LMS. While EDHOC is currently spec-
ified for use with ECDH-based key exchange mechanisms, it is also 
compatible with alternative Key Encapsulation Mechanisms (KEMs), 
including those based on PQC, when used with method 0 [16]. How-
ever, it is important to note that current PQC algorithms generally 
exhibit limitations compared to traditional elliptic curve cryptogra-
phy (ECC), particularly in terms of key and message sizes. These 
larger sizes can pose significant challenges in constrained IoT envi-
ronments, which must be carefully considered when integrating PQC 
into lightweight authentication protocols like EDHOC [33]. The IETF 
LAKE working group is already exploring comprehensive solutions 
to enable post-quantum security in EDHOC. If post-quantum support 
is eventually integrated into EDHOC, the EAP-EDHOC method will 
automatically inherit these enhancements, extending its applicability 
to quantum-resistant authentication scenarios.

5. Implementation and experimental results

To the best of the authors’ knowledge, this work presents the first 
proof-of-concept implementation of both EAP-EDHOC schemes (stan-
dard and reverse-role). It is worth highlighting that a first version 
of this implementation was presented and tested at the Hackathon 
on Lightweight IoT Security held in Paris in 2024 [38], providing an 
opportunity for early validation and feedback from experts in the field.

Additionally, performance results in a Wi-Fi scenario have been ob-
tained to validate both EAP-EDHOC schemes, comparing them against 
two well-known and widely used EAP methods: EAP-TLS 1.3 and EAP-
PSK. The comparison with EAP-TLS 1.3 is particularly relevant, as both 
TLS 1.3 and EDHOC are based on the SIGMA-I variant, making EAP-
TLS 1.3 and EAP-EDHOC naturally comparable in terms of security 
features and structure. In contrast, the comparison with EAP-PSK serves 
as a performance benchmark, providing insight into how the proposed 
method compares with an authentication protocol based purely on 
symmetric cryptography.
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Fig. 7. Deployed scenario.
 

5.1. Implementation details

The EAP-EDHOC Peer implementation is based on WPA Supplicant 
2.11_dev (development version) [39], while the EAP-EDHOC Server 
implementation has been developed in FreeRADIUS 3.2.3 [40]. These 
two well-established technologies, each with their own robust imple-
mentations of the EAP state machine, provide a solid foundation for 
integrating the new EAP method.

Both the WPA Supplicant and FreeRADIUS implementations of EAP-
EDHOC rely on the uOSCORE-uEDHOC library (version 3.0.5_dev) [41].
This library uses MbedTLS [42] and Compact25519 [43] as the under-
lying cryptographic engines. Compact25519 supports EDHOC crypto-
graphic suites 0 and 1, both based on Curve25519, while MbedTLS
provides support for EDHOC suites 2 and 3, which use the NIST P-256 
curve. A detailed description of these suites can be found in [44].

The implementation was entirely developed in the C programming 
language, both for performance reasons and because the aforemen-
tioned libraries are also written in C.

The implementation includes all major features of EAP-EDHOC as 
described in [31], including support for EAP-EDHOC fragmentation. 
Additionally, it supports EDHOC authentication methods 0 and 3.
Method 0 uses signature keys for both the Initiator and Responder, 
representing the worst case in terms of message size and transmit-
ted data. In contrast, Method 3 employs static Diffie–Hellman (DH) 
keys, representing the best case in terms of efficiency. Finally, the 
implementation incorporates an initial approach to the reverse-role 
flow.

A virtualized testbed based on Docker has been developed to enable 
anyone to test the implemented authentication method and its variants. 
This environment is available in [45]. The repository includes compre-
hensive instructions for performing tests within the scenario, along with 
the complete implementation code.

5.2. Deployed testbed

The deployed testbed is illustrated in Fig.  7. The EAP-EDHOC Peer 
runs on a laptop equipped with an Intel® Core™ i7-13620H CPU 
and 16 GB of RAM. Additionally, the EAP-EDHOC Authenticator is 
a real AP (Linksys WRT54GL) which operates in pass-through mode, 
relaying authentication messages between the EAP Peer and an external 
authentication server. Finally, the Authentication Server (acting as 
EAP-EDHOC Server) is running on another laptop with an Intel® Core™ 
i5-9300H CPU and 8 GB of RAM. It is important to note that the link 
between the AP and the EAP Server is a wired Ethernet connection 
using 802.3 technology, whereas the link between the AP and the Sup-
plicant is a wireless connection using 802.11 g, which has a theoretical 
maximum data rate of 54 Mbps. This serves as a representative wireless 
technology where EAP has been widely utilized for a long time.

Although EDHOC is primarily designed as a lightweight solution for 
constrained environments, we have chosen to deploy the test scenario 
in an unconstrained Wi-Fi environment (two laptops and an AP) as 
shown in Fig.  7. The goal of this decision is to simulate a common, real-
world scenario where EAP has been frequently used for a long time. 
While testing in constrained environments is an important future step, 
the current focus is now on demonstrating the integration and function-
ality of EAP-EDHOC in environments where EAP is already prevalent, 
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providing a practical and widely applicable test case. For that reason, in 
the following section we will also compare EAP-EDHOC’s performance 
with two of the most known and widely used EAP methods: EAP-TLS 
1.3 [4] and EAP-PSK [5].

5.3. Performance evaluation

Six tests have been designed to evaluate the implementation’s per-
formance:

• Test 1: EAP-EDHOC-m3: This first test assesses EAP-EDHOC’s 
authentication method 3, based on the use of static DH keys for 
authentication in both parties.

• Test 2: EAP-EDHOC-m3-REV : This test evaluates EAP-EDHOC’s 
authentication method 3 following the reverse-role flow.

• Test 3: EAP-EDHOC-m0: This test focuses on EAP-EDHOC’s au-
thentication method 0, based on the use of signature keys for 
authentication in both parties.

• Test 4: EAP-EDHOC-m0-REV : This test evaluates EAP-EDHOC’s 
authentication method 0 following the reverse-role flow.

• Test 5: EAP-TLS-1.3: This test measures the performance of EAP-
TLS 1.3, serving as a reference to compare the different EAP-
EDHOC variants against a well-established and structurally simi-
lar protocol.

• Test 6: EAP-PSK : This test measures the performance of EAP-PSK, 
providing a reference point for comparing EAP-EDHOC with a 
method based solely on symmetric cryptography.

For each of the tests described, 30 runs were performed. In each run, 
a supplicant is authenticated using the EAP method corresponding to 
the specific test. The cryptographic suites employed are those detailed 
in Table  1. For the tests based on asymmetric cryptography (EAP-
EDHOC and EAP-TLS), the suites were carefully selected to ensure 
a comparable workload during the authentication process. In con-
trast, the EAP-PSK test uses the fixed profile defined in the method’s 
specification [5].

5.3.1. Number of messages
The number of messages exchanged over the network in each test, 

including the EAP and method overheads, can be seen in Table  2. As 
can be observed, in EAP-TLS 1.3, a total of 13 messages are exchanged. 
This is due to the large size of its messages, which necessitates fragmen-
tation even in a resource-rich scenario like the one under consideration. 
On the other hand, in EAP-PSK a total of 7 messages are exchanged.

In EAP-EDHOC, the standard flow requires the exchange of 9 mes-
sages, whereas the reverse-role flow reduces this to 7 messages by 
eliminating the EAP-EDHOC Start and EAP-EDHOC message_4.

5.3.2. Messages size
Fig.  8 shows the size in bytes (Y-axis) of the messages exchanged 

over the network for each test (X-axis). Three different values are 
shown: the size in bytes of the EAP headers (EAP overhead); the size 
in bytes of the EAP method itself, i.e., the payload of the EAP packets 
(Method overhead); and the total size in bytes, which is the sum of the 
previous two values.

The results show that the reverse-role flow proposed in this paper 
reduces the total size in 21 bytes. This represents a 2.4% reduction in 
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Table 1
Cryptographic suites used in the different tests.

EAP-EDHOC (Tests 
1 to 4)

EAP-TLS 1.3 EAP-PSK

Suite name EDHOC Suite 2 TLS_AES_128 
_CCM_SHA256

Fixed profile (AES-
128, CMAC/EAX)

Key exchange alg. ECDHE using the 
P-256 curve

ECDHE using the P-
256 curve

–

Signature alg. ES256 (ECDSA us-
ing P-256)

ES256 (ECDSA using 
P-256)

–

Hash alg. SHA-256 SHA-256 CMAC (AES-128-
based)

AEAD AES-CCM-16-64-
128

AES_128_CCM AES-128 in EAX mode

Authentication type X.509 with P-256 
key

X.509 with P-256 
key

PSK (16-byte symmet-
ric key)
Fig. 8. Message sizes.
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 

 

 
 
 
 
 

 
 
 

 
 
 
 
 

Table 2
Number of messages exchanged.

Number of messages
EAP-EDHOC-m3 9
EAP-EDHOC-m3-REV 7
EAP-EDHOC-m0 9
EAP-EDHOC-m0-REV 7
EAP-TLS-1.3 13
EAP-PSK 7

transmitted bytes for EAP-EDHOC-m0-REV compared to the standard
EAP-EDHOC-m0 and a 12.4% reduction for EAP-EDHOC-m3-REV com-
pared to EAP-EDHOC-m3. On the other hand, EAP-EDHOC method 3
significantly reduces message size compared to EAP-EDHOC method 0,
dropping from 876 bytes transmitted in method 0 to just 169 bytes in
method 3. It is worth noting that in tests 1 and 2, X.509 certificates
are sent by reference, whereas in tests 3, 4 and 5, they are sent by
value. Sending certificates by reference results in a saving of 293
bytes. Additionally, a notable difference can be seen in the number
of bytes transmitted between EAP-TLS 1.3 and EAP-EDHOC, where
EAP-EDHOC, in any of its variants, results in a substantial reduction
in transmitted bytes over the network. However, EAP-EDHOC on its
method 3 variants, achieves a result even better, introducing less
bytes on the network. This shows the potential of EAP-EDHOC for
authentication in innumerable types of networks, where it can complete
an authentication using even fewer bytes than symmetric cryptography
methods.

Finally, it can be observed that an EAP-PSK authentication intro-

duces an overhead of 235 bytes, which is quite low due to its reliance 
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on symmetric cryptography. However, EAP-EDHOC on its method 3
variants achieves even better results, introducing fewer bytes on the
network. This highlights the potential of EAP-EDHOC for authentica-
tion in a wide range of networks, including constrained links, where it
can complete the authentication process using even fewer bytes than
symmetric cryptography methods.

5.3.3. Time measurements
Fig.  9 presents the time required to complete a user authentication

(Y-axis) for each test (X-axis). Two specific time measurements are in-
cluded: First, Total Time measures the overall time required to complete
the authentication using the corresponding method, including both the
processing time at each part of the communication and the network
transmission time; Second, Internal Method Processing Time measures the
cumulative processing time taken by the EAP method on both client and
server sides to complete the authentication.

It is worth noting that this plot shows the average time values (in
milliseconds) of 30 runs performed for each case. The vertical lines
at the top of the bars indicate the confidence intervals, providing a
measure of the variability and reliability of the results.

It is important to highlight that Internal Method Processing Time ex-
cludes the time spent on processing EAP Success and EAP Request/Re-
sponse Identity messages, since it is common to all tests. Instead, it
measures the time taken to process and generate only the messages
specific to the EAP method being used (i.e., those with the EAP-Type
field enabled). It allows us to focus on comparing the processing time
of EAP-EDHOC on its different variants with the processing time of

EAP-TLS 1.3 and EAP-PSK.
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Fig. 9. Authentication time.
It can now be concluded that the results shown in Fig.  9 align with 
the expected outcomes. EAP-EDHOC method 3 outperforms EAP-EDHOC 
method 0, particularly in method processing time. This is because both 
methods transmit the same number of messages, but the messages 
in method 3 are significantly shorter and lighter, leading to a slight 
reduction in network transmission time and a substantial decrease in 
processing time.

Furthermore, the reverse-role variant also improves upon the default 
EAP-EDHOC scheme for both method 3 and method 0, mainly in 
network time (which is reflected in the total authentication time), as 
fewer messages are exchanged.

EAP-EDHOC achieves results that are close to those of EAP-PSK, 
which is particularly relevant given that EAP-PSK relies on symmetric 
cryptographic operations, inherently faster than the asymmetric oper-
ations used in EAP-EDHOC. As such, EAP-PSK serves as a performance 
reference point, which is not far from the current implementation, and 
which will be attempted to be achieved as part of future work.

Finally, even EAP-EDHOC variant using method 0 with the standard 
message flow, which represents the EAP-EDHOC worst-case scenario, 
is faster than EAP-TLS 1.3 in terms of total time. This occurs because 
the number of messages (and their size) is much higher in EAP-
TLS, which also needs to fragment the messages due to their length. 
This affects the network time and, therefore, the total authentication 
time. Furthermore, this is particularly notable considering that EAP-
TLS has a much lower internal processing time, as its implementations 
(which use OpenSSL) are significantly faster than those of EAP-EDHOC, 
which rely on uOSCORE-uEDHOC (and therefore are optimized to 
microcontrollers).

In scenarios more favorable to constrained libraries (e.g., IoT envi-
ronments, constrained radio networks [46]), EAP-EDHOC is a promis-
ing alternative and it is expected to perform even better in contrast with 
EAP-TLS.

5.4. Discussion

In summary, the performance evaluations demonstrate the clear 
advantages of EAP-EDHOC over one of the most widely-used EAP 
methods, EAP-TLS 1.3. The results show that EAP-EDHOC is faster 
and transmits significantly fewer bytes and messages, while providing 
similar security characteristics. These improvements make the protocol 
highly scalable and applicable to a variety of real-world deployments, 
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including Wi-Fi environments and other potential scenarios (e.g., IoT 
deployments).

On the other hand, EAP-EDHOC has achieved results close to those 
of EAP-PSK, despite EAP-PSK relying on symmetric cryptography. This 
comparison presents a promising direction for further development of 
EAP-EDHOC, as an EDHOC authentication method based on pre-shared 
keys is currently being standardized [47]. Future work will focus on 
integrating this EDHOC-PSK variant into EAP-EDHOC, enabling sym-
metric key-based authentication and potentially achieving performance 
levels comparable to those of EAP-PSK.

Additionally, these performance evaluations have also demonstrated 
that the reverse-role flow proposed for EAP-EDHOC in this document 
results in a two-message reduction in the overall exchange, a slight 
reduction in the sizes transmitted over the network, and a significant 
decrease in total authentication time. The decision between using the 
standard EAP-EDHOC flow or the reverse-role flow will depend on the 
specific needs of the domain. Some domains may prioritize protecting 
the identity of their nodes against active attackers, in which case the 
current draft of the EAP-EDHOC flow would be preferred. On the other 
hand, other domains might focus on reducing the number of bytes 
transmitted over the network and minimizing authentication time, 
making the reverse-role flow more suitable.

6. Related work

Several efforts have laid the foundation for the development and 
analysis of EAP-EDHOC, EDHOC, and related protocols in constrained 
environments. Among these, the following key works are particularly 
relevant to our research.

In [2], the authors present an overview of EAP and its application 
in wireless technologies, discussing widely used EAP methods and their 
suitability in this field. This work supports our research by establishing 
a context for evaluating EAP-EDHOC within wireless network scenarios.

Authors in [48] compare EDHOC’s and DTLS 1.3’s performances in 
IoT environments. This paper underscores EDHOC’s advantages over 
DTLS 1.3 regarding resource consumption, demonstrating its suitability 
for constrained networks. However, our research advances beyond 
this comparison by focusing on EAP-EDHOC, extending the evalua-
tion to contexts where EAP plays a central role in network access 
authentication.

Authors in [49] present performance results for EDHOC in IoT 
environments. These results illustrate EDHOC’s efficiency, underscoring 
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its suitability for developing a more compact and efficient EAP authen-
tication method that could be applied across diverse networks where 
EAP is utilized.

In [50], the authors present the design and performance eval-
uation of an embedded EDHOC module developed for constrained 
environments. This work investigates the runtime and memory foot-
print overheads associated with EDHOC, demonstrating its good per-
formance and efficiency in constrained settings. These characteristics 
make EAP-EDHOC a promising candidate for usage in constrained 
environments.

The work in [33] provides a comprehensive security analysis of 
EDHOC, outlining its strengths, vulnerabilities, and possible mitiga-
tions. This analysis is particularly relevant to our research, as EAP-
EDHOC inherits EDHOC’s security properties. Thus, this work serves 
as a preliminary security evaluation for the proposed method.

Finally, authors in [51] explore the adaptation of the EAP-NOOB 
method for LoRaWAN, marking an early attempt to adapt EAP for 
authenticating IoT devices in constrained environments. This effort 
highlights EAP’s flexibility, which supports the development of more 
streamlined EAP methods, such as the one based on EDHOC presented 
in this paper. However, EAP-NOOB is designed for a different objective. 
Unlike most EAP methods, including the one proposed here, EAP-NOOB 
does not perform direct authentication. Instead, it relies on an out-
of-band channel requiring user interaction. Additionally, it is used for 
authenticating non-preconfigured devices.

In summary, this paper advances the state of the art as it represents 
the first attempt to analyze the ongoing standardization of EAP-EDHOC. 
To this end, an implementation of this method is provided, and an 
alternative design is explored to further improve its efficiency, reducing 
the number of exchanged messages and the bytes processed by devices 
and transmitted over the network.

7. Conclusions and future work

This paper presents a comprehensive analysis and detailed explana-
tion of the ongoing standardization efforts surrounding EAP-EDHOC, an 
authentication method that integrates the lightweight EDHOC key ex-
change protocol within the well-established Extensible Authentication 
Protocol (EAP) framework. By merging the flexibility of EAP with the 
efficiency of EDHOC, EAP-EDHOC enables secure authentication and 
key management in a wide range of network infrastructures, including 
Wi-Fi settings, where high performance and low overhead are essential.

Additionally, the design of a novel feature that allows the roles 
of the communicating parties to be reversed for the authentication 
process has been proposed, optimizing the EAP-EDHOC authentication 
procedure by reducing the number of messages and bytes needed to 
complete it and, consequently, the authentication time.

Following this, a first proof-of-concept implementation of EAP-
EDHOC is presented, alongside performance evaluations that highlight 
clear advantages of EAP-EDHOC over one of the most widely-used EAP 
methods, EAP-TLS 1.3. The results indicate that EAP-EDHOC operates 
faster and transmits considerably fewer messages and bytes, making 
the protocol highly scalable and adaptable to a range of real-world 
applications, including Wi-Fi networks. This efficiency also suggests its 
potential applicability in more constrained environments, such as IoT 
networks.

In contrast to previous works, which primarily focused on eval-
uating EDHOC or comparing its performance with other lightweight 
protocols such as DTLS, this study goes further by implementing and 
evaluating EAP-EDHOC as a complete EAP method in a real-world 
setting. The proposed reverse-role optimization and the direct compar-
ison with EAP-TLS 1.3 and EAP-PSK provide new insights into how 
EAP-EDHOC can improve performance in practical deployments.

Additionally, the results show that the reverse-role flow proposed 
in this paper reduces the overall exchange by two messages and de-
creases network transmission by 21 bytes. This represents a 2.4% 
10 
reduction in transmitted bytes for EAP-EDHOC’s method 0 with re-
verse roles compared to the standard EAP-EDHOC’s method 0, and 
a 12.4% reduction for method 3 with reverse-roles compared to the 
standard EAP-EDHOC’s method 3. Furthermore, this reverse-role flow 
significantly improves overall authentication time. This reduction is 
especially valuable in constrained environments with limited resources 
or power, where network links often have a very restricted Maximum 
Transfer Unit (MTU).

Looking ahead, future work will focus on further validating the 
efficiency of EAP-EDHOC by deploying the testbed in more constrained 
environments. This will allow us to assess its performance under stricter 
resource limitations, such as in low-power IoT networks, and to explore 
its potential for EAP-based authentication in IoT contexts like IEEE 
802.15.9 or Zigbee IP. By refining and adapting EAP-EDHOC, the goal 
is to support the development of secure, lightweight authentication 
mechanisms for next-generation IoT systems and other emerging tech-
nologies. Additionally, implementing any updates introduced to the 
EAP-EDHOC draft as it moves towards standardization is also part of 
the planned future work. During this process, it will be also necessary 
to perform a formal security analysis of EAP-EDHOC.

Finally, it has been shown that EAP-PSK remains faster than EAP-
EDHOC, opening another line of work consisting in incorporating a new 
authentication method based on PSK to EAP-EDHOC, which will enable 
symmetric key-based authentication and will potentially achieve even 
better results, comparable to those of EAP-PSK.
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